VISUAL

securitysuite

Real-Time Alerts.
Easy auditing and compliance.
Advanced self-protecting capabilities.

Enterprise security event consolidation.

Tango/04 VISUAL Security Suite allows you to implement auditing
controls, security dashboards and self-protecting capabilities in
record time. Demonstrate regulatory compliance without the
need for custom programming, and with minimal resource usage.
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Complete Security Dashboard

Use the SmartConsole to implement a custom security and
compliance dashboard to meet your needs and those of your
company's high-level executives. You can consolidate events
from Antivirus, IDS, Firewalls, High Availability solutions and
other network components, or integrate SmartConsole with your
existing systems management framework.

iSeries Security
Tango/04 software uses a simple interface layer that greatly

enhances the power and ease of use of 0S/400 auditing capabilities,
so you can quickly enable and optimize audit controls for data
changes at record level (without using triggers), object access, (e.g.
read, change or delete), user activity including command line
auditing, user profile management (profiles created, deleted,
changed), OS changes (system values, audit configuration, etc.),
SQL use (both interactive and batch) and exit point security
(powered by PowerLock).

Windows Security

Audit in real time the configuration of your Windows servers,
including changes to your audit configuration, privileges and
directory services. Control access to systems and files, user

profiles, passwords and use of removable storage
devices throughout your network. Do you have too many
security logs? Monitor your Windows Event Log and any
free-format text logs from firewalls, applications, and
devices in real time. Detect suspicious situations, and
react in time to threats.

Linux, UNIX and AIX Security

Extend monitoring and auditing of users, files, objects,
commands and systems to your Linux, UNIX and AIX
servers, or to any network device using SNMP.

Database Security

Audit user activity, role changes and administrator
operations on your IBM DB2, Oracle and Microsoft SQL
Server databases. Monitor access to sensitive files and
track changes (insert, update, delete) at record level.
Comply with laws that require record keeping, auditing
and tracking of changes, and prevent fraud.

Powerful Reporting

Our flexible Reporting System helps you instantly create
HTML, RTF or PDF reports to demonstrate the
effectiveness of your security strategy to auditors and
senior management.
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Benefits

® Consolidate security events from iSeries, Windows and
all other network elements

® Manage your entire network from a single security
dashboard

Automate the enforcement of your security policy

Be alerted to suspicious activity and solve problems
instantly

* Avoid downtime, fraud, information theft and fines

Easy configuration and maintenance. Save time!

Generate auditing reports to demonstrate compliance
with privacy laws, SOX, HIPAA, 21 CFR Part 11, etc.

VISUAL Security Suite is a Tango/04 solution that
enables companies to manage and protect their
systems and applications, optimizing performance
and reducing operating costs.

distributed by

For more information about VISUAL Security
Suite and other Tango/04 solutions, visit
www.tango04.com
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Why Do You Need VISUAL Security Suite?
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Use VISUAL Security Suite to manage all your security and auditing controls and
demonstrate compliance with privacy laws, SOX, HIPAA, 21 CFR part 11, ISO 17799, etc.

Integrated Audit of Servers and Databases

VISUAL Security Suite's monitoring engine audits the availability and
integrity of your Windows, Linux, AIX and iSeries servers, and those of your
databases too. Its universal parsing technology, based on dynamic syntax,
helps you control in real time plain-text logs with any format.

Open Architecture to Support your Future Needs

VISUAL Security Suite provides you with an open architecture to integrate
with your existing infrastructure and applications: antivirus, firewalls,
routers, IDS, etc. You can also export data to your HelpDesk or to other
corporate IT consoles.

Extremely easytouse. . . Even If You're Not an Expert

Security policies and regulations change over time. You need a simple and
flexible solution to create and maintain your automated controls and keep
costs to the minimum. Ease of use is one of the key features of VISUAL
Security Suite. It will guarantee a fast Return on your Investment, even if
you are not an expert in any particular platform or database.

SQL Controls

e Instance status

e Changes to Roles and Users
e Transaction Log

e Connections and access
* SQL usage

e Blocks

e Table scanning

e Objects

e Errors

e Windows Processes

o Etc.

iSeries Controls

e System access

e Profiles and users

e Special user activity
e Adopted Authority

e Sensitive commands
¢ Objects

e System values

e Spool files

e QSYSOPR, QHST, QAUDJIRN and

any log
e Inactive users
e Use of service tools
¢ Object save and restore
o Etc.

Oracle Controls

e Administrators

® Profiles

* Roles and Users

e Windows processes
e Special privileges

* Relevant users

e Tables

e Superuser activity
e Authentication

o Etc.

Windows Controls

e Changes to audit configuration,
privileges, directory services, etc.

e Complete Event Log monitoring in
real time

e Automated control of logs with
any format

e File and directory access
e Changes to system files
e External storage use

DB2 UDB Controls

e Use of special edition programs
(DFU, STRSQL, etc.)

* Exit point access restriction
* SQL usage

e Interactive SQL usage

e Access to records

o Etc.

Linux, Unix, AIX Controls

e Changes to system configuration

e Complete syslog checks in real
time

e Superuser control

e Invalid logins

* Changes to files and objects

e Change to privileges and accounts
e Automated control of logs with any

¢ Invalid logins
e Inactive Users

e Etc.

format
e Changes to security policy
e Suspicious processes
o Etc.

Learn how to protect your data and ensure compliance now!
www.tango04.com/security

Selected Tango/04 customers of security solutions:

AMF, Auchan, Avaya, Aviva, Bancard, BankBoston, Bayer, Cassa Compensazione & Garanzia, Celtel, Crédit Foncier, Dole Fresh Fruit, Exxon Mobil, Firestone,
Henry Schein, Lafarge, Liberty Insurance, Luxottica, L'Oréal, MAN, Mapfre, KBC Securities, Praxair, Santander Central Hispano, Shell, Sligro, Sogecap, etc.



