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Introduction

Introduction

IIS (Internet Information Server) is Microsoft's Internet server. IIS includes a Web or Hypertext Transfer
Protocol server and a File Transfer Protocol server, with additional capabilities for Microsoft's Windows
NT and Windows 2000 Server operating systems. With IS, Microsoft includes a set of programs for
building and administering Web sites, a search engine, and support for writing Web-based applications
that access databases. IIS is tightly integrated with the Windows NT and 2000 Servers in a number of
ways, resulting in faster Web page serving. For further details regarding 11S see Microsoft's Web page.

The Web SmartConsole is Tango04's Web interface for its flagship product VISUAL Message Center
SmartConsole. From the Web you can see the Enterprise Views as configured in VISUAL Message
Center. Their Business Views reflect the current status at all times and you can view related Events to
identify problems as they occur. The Web SmartConsole extends your monitoring capabilities allowing
you to manage crucial systems worldwide. For further details regarding the Web SmartConsole please
see the product documentation included on the Tango/04 product CD.

PHP is an open-source server-side scripting language the Web SmartConsole uses to create its
dynamic Web pages. Installation of PHP is mandatory for the product to work.

This document describes how to download, install and configure PHP for use with 1IS and the Web
SmartConsole. This document further details how to configure Microsoft's IIS Internet server for use
with the Web SmartConsole.

This document is intended to be used with the Web SmartConsole Installation Guide
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3.2

PHP

PHP

This chapter explains how to download and install PHP. Furthermore, it helps you check a number of
PHP settings that are important to the Web SmartConsole.

Download and Install PHP

Step 1. From the PHP Web site, http://www.php.net/downloads.php, download the installer and
extensions for PHP version 4.

At the time of writing, the latest available version is 4.4.4 and the links for downloading
are:
— Binary: http://lwww.php.net/get/php-4.4.4-installer.exe/from/a/mirror

— Extensions: http://www.php.net/get/php-4.4.4-Win32.zip/from/a/mirror

Step 2. Install PHP with the default settings, and enable the configuration for the current version
of lIS:

2 Server Type x|

Please select the type of http zerver pou wish to configure to
un php.

= Microsoft Pt/S on windows 3= or ME

" Microzoft Pw'S on MT Workstation

" Microzaft 115 3 ar lower
" Microsoft 115 4 or higher
" Apache

0 itami

" Mone [or ather server)- | will configure the web server manually

HYPERTEXT
PREPROCESSOR

< Back I Mext > I Cancel

Figure 1 - Permission settings for IS_WPG user

Step 3. Copy the file php4_ts.dll to the folder windows\system32

Step 4. Decompress the extensions file in the folder where you installed PHP (folder C:\PHP by
default).

Review the PHP Configuration

The installation of the Web SmartConsole creates the file C:\windows\php.ini, which contains a number
of settings specific to the Web SmartConsole. When you install PHP it is possible that the PHP
installation overwrites this file and the settings are lost. Therefore, after completing the PHP
installation, it is important to check that the settings are correct.
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PHP
Open the file C:\windows\php.ini and review the following:
Step 1. Extensions folder

Configure what folder to use for decompressing the extensions. This folder should be:

extension_dir = "C \PHP\ ext ensi ons"

Step 2. Check that the extensions are enabled.
Enabled extensions do not start with a semi-colon (;) and should appear as follows:

ext ensi on=php_bz2.dl | ext ensi on=php_pdf . dl |

ext ensi on=php_curl . dl | ext ensi on=php_sockets. dl |
ext ensi on=php_donxm . dl | ext ensi on=php_xm r pc. dl |
ext ensi on=php_gd2. dl | ext ensi on=php_xslt.dll

ext ensi on=php_gettext.dll ext ensi on=php_zi p. dl |

ext ensi on=php_i map. dl | ext ensi on=php_w nbi nder. dl |
ext ensi on=php_ncrypt.dl | ext ensi on=php_wsm dl |

ext ensi on=php_oci 8. dl |

Step 3. Check for the CGI redirect
Make sure the following line exists in the file (note that it should not start with a semi-
colon ()

cgi.force_redirect =0
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To work with the Web SmartConsole, you must enable PHP on your Internet Server. You will also need
to add the Web SmartConsole Web site to your IS Server and check a number of settings to complete

the integration of the Web SmartConsole and the IIS Internet Server.

This chapter explains how to enable PHP on your 1IS Server and how to configure the 1IS Server to

work with the Web SmartConsole.

Configuring PHP on 1S

To enable PHP add a new extension to the Web server

« Open the folder Web Service Extensions and right-click the Web Service Extensions Panel.
¢ From the shortcut menu that appears, select Add a new Web service extension.

t Internet Information Services (I1S8) Manager - |ﬁl |5|
¥y Fle  Action  Wiew Wwindow  Help ‘ =
c- |[Bm BB 22 =0
?:g Internet Information Services - Web Service Extensions
-8 W2k3MUISSPP (local computer)
— App;lcatlon Reck Select an item ko view its description, + | e Service Extension | status |
RIS ) “F Al Unknown CGI Extensions Prohibited
3 DeLauIt \'\:Eb S't;a (Stopped) “F &l Unknown IS6PT Extensions Prohibited
i i hWSE smarEcntnsofa Active Server Pages Prohibited
eh Service Extensions
- %] Inkernet Data Conneckor Prohibited
: Server Side Includes Prohibited
WehDaY Prohibited
Addan ion...
Allow all Web service extensions for a specific application...
Prohibit all Web service extensions
Refresh
Export List. ..
Wigw
Atrange Icons
Line up Icons
Help
Extended A Standard /
|ndd a new Web service extension
lt'Startl REX-] | @ 2 visuaL message C... - I‘”g Internet Informati... Document - wordPad | & PHP: Get Download - ... | 1) 3 windows Explorer v| ()& 10:51

« Enter the extension name (PHP) and add the required files for the extension. By default the
required files are located in the folder C:\PHP

Figure 2 - Add a new Web service extension
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Mew Web Service Extension 1'

Type the name of the new Web service extension, and specify the files that
must be enabled For the extensian to run.

Extension name:

| PHP

Required files:

. \PHP s apitphpdisapi.dil Add...

Remaowve |

[+ Set extension status to Allowed:

QK I Cancel Help

Figure 3 - Entering the Web service extension details

4.2 Configuring the [1S Web site for the Weh SmartConsole

Step 1. Add a new Web site in the 1IS folder Web Sites.

To open the Web site creation wizard in IIS, right-click the folder Web Sites, point to New
and select Web Site.

t Internet Information Services (IIS) Manager = | E'Iil
"_‘g File Action Wew ‘Wndow Help | &=

e~ [mB[@B]> =0

eg Internet Information Services
-8 WEKIMUISSPP (local computer)

. Web Service Extensions

_J Application Pocls / | ‘Web Service Extension | Skatus
" all Unknown CGI Extensions Frohibited
= el Sz, “F all Unknown ISAPT Extensions Prohibited
Ml Tasks > Wweb Site (from fie)... Active Server Pages Prohibited
Mew Windaw From Here [ Tramee Internet Data Connector Frohibited
Properties Server Side Includes Prohibited
Refresh WehDaY Prohibited
Properties Tasks
Help

[ 2idd & new Wb service extension...

I llow il Web service extensions for 5
spedific spplication

[ prohibit all weh service extensions

@ open Help

Extended A Standard /
|creates a new abiect in this container. [ [

Eﬁ'startl J @ e J @ WISUAL Message Center ” ":g Internet Information ... @ Internet Explorer Enhan. .. | Document - WordPad | :55 b@ 9:57

Figure 4 - Opening the 1IS Web site creation wizard
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Enter a description for the web site (for example websmartconsole) and click Next to

continue. Accept the default IP Address and Port settings.

Weh Site Creation Wizard x|

Web Site Desciption
Describe the ‘wWeb site to help administrators identify it

Web Site Creation Wizard

IP Address and Port Settings
Specify an IP address, port setting, and host header for the new Web site.

Type a description of the ‘Web site.

Description:

websmartconsalg]

Enter the [P address to uze for thiz ‘Web site:

TCP part this Web site should uze [Default: 80):

o

Host header for this "web site [Defaul: Mone]:

For mare information, read the 115 product docurnentation.

< Back I Hest » I

Cancel

< Back I Mest » I

Cancel

Figure 5 — Enter a description for the Web site

Next, configure the root folder of the Web SmartConsole. By default the root directory is
C: \ Fast \ ww. We recommend you allow anonymous access to the Web site, as the

Figure 6 — Enter the IP Address and Port settings

Web SmartConsole has its own security settings. Click next to continue.

Set the site access permissions as shown in the following images:

Web Site Creation Wizard x|

web Site Home Directory
The home directory iz the root of your Web content subdirectories.

Web Site Creation Wizard

Web Site Access Permissions
Set the access permissions for thiz Web site.

Enter the path to pour home directory.

Path:
IE:\Fast\www

Browse... |

v Allow anonymous access to this Web site

Allow the following permizzions:

vV Bead
™ Run scripts [such as A5P)

¥ Execute [such as ISAPI applications or CGIE
[~ wiite
™ Browse

To complete the wizard, click Next .

< Back I Mext > I

Cancel |

< Back I Mext > I

Cancel

Figure 7 — Configure the root folder of the Web SmartConsole

Step 2.

Figure 8 - Set the Web site access permissions

Edit the properties of the new Web site (websmartconsole in our example).

To open the Web Site properties, right click websmartconsole and select Properties.
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181
‘:g Fil=  Action Yiew Window Help |;|i|5|
= |A@EXERB|[Z 2] 50
‘:l Internet Information Services Marne | Path | Status | o
- WaK3IMUISSPP (local computer) _J bvicons
) Application Pools Jess
_images
cd) | :|adm\n.php
& Explore
Open php
B1-J images Permissions D
i) Weh Service Extensions Browse |!1.php
ini. php
Skark
Stop
FPause n
New L3
All Tasks 3
Wiew L3
Mew Window from Here
Delete
Rename
Refresh
Export List...
Help
- i
| | logout.php
=] menu.s
| mmlib. i
=] msgs.php
| .|newro|.php
| | newuser.php
|=| narmal. php —
| | roledelzte.php
| .|ro|epermissinns‘php
| | savenawrole php
|=| savenewuser.php
| savepass,php LI

|Opens property sheet far the current selection.

i start| | @ &

J @ WISLAL Message Center

LOCALHOST

” ‘:; Internet Informati... @ Internet Explorer Enh. .. |

|
Document - WiordPad | ;*% i: @ . 10:02

Figure 9 — Opening the Web site properties

In the Documents tab, select Enable default content page and enter the

websmartconsole Properties e S

Web Site | Home Direckory
Documents

ISAPI Fiters |
HTTP Headers I

Performance |

| Directory Security | Zuskom Errars

—I¥ Enable default content page:

index.php acd
Remayve |

MMove g Mowe Down |

—1 Enable document Footer

Append an HTML Formatted Footer to every document your Web
SEFVER FEEUFNS,

I Browse. .. |

o |

Cancel Apply Help

Figure 10 — Enable the default content page
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Next edit the site configuration. Open the Home Directory tab and click the Configuration

button.

websmartconsole Properties 2l

Documents I Directary Securiby | HTTP Headers | Cuskom Errors
webste | Performance | ISAPIFilers Hame Directary

The content Far this resource should came From:

¥ @ directory Incated on this computer!

™ A share located on another computer
" A redirection to & URL

Local path: I CriFask v Browse. .. |
[ Script source access v Log wisits

¥ Read ¥ Index this resource

[ Wirite

[ Directary browsing

Application settings

Application name: I Default Application Rermove |
Starting poink: “websmartconsole =

Configuration. .. |
Execute permissions: IScripts and Executables j
Application poal: IDefauItF\ppPooI j Unilaad |

oK I Cancel | Sppliy | Help

Figure 11 — Opening the site configuration

In the window that appears, edit the application extension .php. If it does not yet exist add

it now.

Application Configuration

Mappings |Options | Debugging I

W Cache ISAPI extensions

— Application extensions

Extens. .. | Executable Path | Werbs -
.a5a COWINDOW S systemn32linetsrylasp.dl GET,HEA. .

. IO 320 \asp, GET,HEA. .
Lcdx CWINDOWS| system32\inetsrvlasp.dll GET,HEA..
.cer CWINDOW S syskem3Zlinetsrylasp.dl GET,HEA..
.idc CWINDOW S system32linetsryibttp, .. GET,POST «
1 |

Add... | Edit... Remave |

‘“Wildcard application maps {order of implementation);

Insert...

Edit ..

i

Remoye

Mave g | Mave Down |

x|

Ok I Zancel Help

Figure 12 — Adding/Editing the PHP application extension

Map the application extension as shown in the next image
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Add,;Edit Application Extension Mapping |

Executable: Browse, .. |
Exkension:
Werbs
{* all verbs

" Limit to; |

v Scripk engine

¥ Yerify that file exists OK I Cancel Help

Figure 13 — Mapping the application extension

Step 3. Restart the IS service

Right-click the service, point to All Tasks, and select Restart IIS...

T Internet Information Services (115) Manager =& x|
":g File Action Wew Wndow Help |;|i|l|
e |B@EEFHE 2B =0
?_] Internet Information Services Mame | Status
_J Application Poals

EC?)Dnnect‘ t ) wteb Sites Service is running

=lstannec _J'eb Service Extensions

Browse

BackupRestore Configuration.. .

Wiga
Mew wwindow From Here

Save Configuration ko Disk,

Refresh
Export List...

Properties

Help

|Shutdown, andfar restart Internet Information Services. .. | |

E‘E‘Startl | B & | @ 2 v1suaL Message C...v” ¥8 Internet Informati... Document - WordPad | 4 PHP: Get Download - ... | )3 windaws Explarer v| A B @ 1101

Figure 14 — Restarting the IIS service

Security Considerations

When a Web site is accessed anonymously, by default, IS uses the local user
IUSR_COMPUTERNAME to access hard disk files. If the user authentication fails, it will use the user
that started the Windows session on the PC used to access the Web.
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If the IIS server is not in the same domain as the PC that accesses the Web site, we may encounter
authentication errors when connecting to the websmartconsole Web page. In this case, check that the
user accessing the Web site anonymously has permission to view all folders containing
websmartconsole files (this includes the folders containing the PHP executable and extensions).

Step 1. Changing the default anonymous user.

To change the default settings right click the Web site (in our example websmartconsole)
and select Properties. Open the Directory Security tab and in the section Authentication

and access control, click the Edit button.

websmartconsole Properties [ 2]

Wehb Site | Performance I ISAFI Filters I Home Direckory I Documents I
Directory Security | HTTPHeaders |  CustomEmors | ASP.MET

r—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource,

r~IP address and domain name restrickions

@ Grant or deny access ko this resource using

IP addresses or Internet domain names,
Edit... |

[~ Secure communications
Require secure communications and 5 Certificat
enable client certificates when this LA AElP =R 4=bao
resource is accessed. _ -
Wiew Cerbificate. ., |
Edit... |

Authentication Methods E

¥ Enatble anonymous access

Use the following Windows user account for anonymous access:

Browse, ., |

Lser name:

Password: sssBBsEEES

r~Authenticated access
Far the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using NTFS access control lists
™ Integrated ‘Windows authentication
™ Digest authentication For Windows domain servers
™ Basic authentication (password is sent in clear text)

[~ .MET Passport authentication

Default domain: Select, .. |
Reealm: Select, .. |

ok Cancel | Apply | Help |

oK I Cancel | Help |

Figure 15 — Editing the authentication and access control

Figure 16 — Allow access to the user
IUSR_COMPUTERNAME

Assuming that we use the default user, the folders containing the web sites files and the

PHP executables and extensions

must allow access to the user

IUSR_COMPUTERNAME. Click OK to continue.

Step 2. Open the Windows Explorer, right-click the folder C:\fast\www, and select Properties.
Open the Security tab and click the Advanced button.

© 2007 Tango/04 Computing Group
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www Properties EHE Advanced Security Settings for www [ 7]
General | Shaiing  Security |Web Sharingl Customize | Peimiszions | Aud\tingl Owner | Effective Permizsions |
Group ar user names: To wiew mare information about special permissions, select a permission entry, and then click Edit.
€ 115_WPG (w2KISOL2000MIS_WPG) Pt iz
€ Internet Guest Aocount (w2K350L2000MUSF_wW2K3MLI Type | Mame | Permission | Inheited From | Apply To |
ﬁ SYSTEM Deny Internet Guest Accou Special <niot inherited: This folder, subfiolders
Al Administrators (W23, Full Contral <niat inkherited: This folder, subfolders. ..
€72 Users [W2K3SOL2000 Users) Allow  I15_wPG [W2K3S0L.. Read &Execute  <natinherited:> This folder, subfolders...
Allaw SYETEM Full Contral <ot inherited This falder, subfalders...
Allow Users (w/2K350L200... Fead & Execute <nat inherited: This Folder, subfolders...
Add... Bemaove |
Pemissions for Administrators Allowy Deny
Full Cortral o = -
Mody o Add... Edit... Bemaove
Read & Execute O nl i#llow inhentable permiszions from the parent to propagate to this object and all child objects. Include :
Lizt Folder Contents [m} ithese with enties explicitly defined here ]
Fead . . ; . . . . .
= & ] ™ Replace permission entries on all child abjects with entries shawn here that apply to child abjscts
Write [m}
[ | Dmrrninninna mn mn LI
For special permizsions or for advanced settings, Adyanced
click Advanced Lear more about access control.

ok I Cancel | Spply | u]:8 I Cancel | Apply

Figure 17 — Opening the advanced folder Figure 18 - Advanced folder security settings
security settings

In the Permissions tab we clear the option Allow inheritable permissions from the parent

Next check the settings for the users
= [IS_WPG

*= Internet Guest Account (IUSR_COMPUTERNAME)

If the user does not exist yet, use the Add button to add it now. If it already exists position
on the user and click the Edit button to check the details.

Both users should be configured as shown in the following figures:

Important

When editing the security settings for the users IIS_WPG and IUSR_COMPUTERNAME , make sure
you select the option Apply these permissions to objects and/or containers within this container
only
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Permission Entry for www EHE Permission Entry for wew
Object | Object |
Mame: |||5_WP|3 [ 2R 3ISAL20004I5_WPG) Change... | Mame: IInternet Guekst Accourt (wW2K3SOL2000  Change... |
Apply orba: IThis folder, subfolders and files j Apply onto: IThis folder, subfolders and files j
Permizzions: Allow Dieny Permizsions: Allow Dieny
Full Cantral O O = Full Cartral O O =~
Traverse Folder / Execute File O Traverse Folder / Execute File O O
List Folder / Read Data O List Folder / Read Data O O
Read Attributes O Read Atributes O O
Fead Extended Attributes O Fead Extended Attributes O O
Create Files / wiite Data O O Create Files / ‘wiite Data O
Create Folders / Append Data m] O Create Folders / Append Data O
Wiite Attributes O O Write Attibutes O
Wwiite Extended Altributes m] O Wwiite Extended Attributes O
Delete Subfolders and Files O O Delete Subfolders and Files O
Delete O O = Delete a b
Read Permissions O Read Permissions O O
J e e s — ™ LI Jo R A ™ ™ LI
#Apply these permigsions ko objects and/or Clear All Apply these permizgions to objects and/or Clear Al
f= £pply these permiss : 5 ~ these permissi :
icontainers within this container anly i cantainers within thiz container anly
QK I Cancel | ak. I Cancel |

Figure 19 - Permissions for IS_WPG Figure 20 - Permissions for Internet Guest Account

Step 3. Finally, repeat step 2 to configure the same permissions for the folder(s) where PHP was
installed. By default the folder is C:\PHP.
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About Tango/04 Computing Group

About Tango/04 Computing Group

Tango/04 Computing Group is one of the leading developers of systems management and automation
software. Tango/04 software helps companies maintain the operating health of all their business
processes, improve service levels, increase productivity, and reduce costs through intelligent
management of their IT infrastructure.

Founded in 1991 in Barcelona, Spain, Tango/04 is an IBM Business Partner and a key member of
IBM’s Autonomic Computing initiative. Tango/04 has more than a thousand customers who are served
by over 35 authorized Business Partners around the world.

Alliances n%
Partnerships IBM Business Partner
IBM Autonomic Computing Business Partner
IBM PartnerWorld for Developers Advanced Membership
IBM ISV Advantage Agreement
IBM Early code release
IBM Direct Technical Liaison
Microsoft Developer Network
Microsoft Early Code Release
Awards

five-fime winner of the PR
IBMALLSTRR oo ppEN

award for product quality A WARDS

IC'L"WL‘“NEW'S

smServer,,
=" Proven
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Legal notice

Legal notice

The information in this document was created using certain specific equipment and environments, and it is limited in
application to those specific hardware and software products and version and releases levels.

Any references in this document regarding Tango/04 Computing Group products, software or services do not mean
that Tango/04 Computing Group intends to make these available in all countries in which Tango/04 Computing
Group operates. Any reference to a Tango/04 Computing Group product, software, or service may be used. Any
functionally equivalent product that does not infringe any of Tango/04 Computing Group’s intellectual property rights
may be used instead of the Tango/04 Computing Group product, software or service

Tango/04 Computing Group may have patents or pending patent applications covering subject matter in this
document. The furnishing of this document does not give you any license to these patents.

The information contained in this document has not been submitted to any formal Tango/04 Computing Group test
and is distributed AS IS. The use of this information or the implementation of any of these techniques is a customer
responsibility, and depends on the customer’s ability to evaluate and integrate them into the customer’s operational
environment. Despite the fact that Tango/04 Computing Group could have reviewed each item for accurateness in a
specific situation, there is no guarantee that the same or similar results will be obtained somewhere else. Customers
attempting to adapt these techniques to their own environments do so at their own risk. Tango/04 Computing Group
shall not be liable for any damages arising out of your use of the techniques depicted on this document, even if they
have been advised of the possibility of such damages. This document could contain technical inaccuracies or
typographical errors.

Any pointers in this publication to external web sites are provided for your convenience only and do not, in any
manner, serve as an endorsement of these web sites.

The following terms are trademarks of the International Business Machines Corporation in the United States and/or
other countries: AS/400, AS/400e, iSeries, i5, DB2, e (logo)®Server IBM ®, Operating System/400, OS/400, i5/0OS.

Microsoft, SQL Server, Windows, Windows NT, Windows XP and the Windows logo are trademarks of Microsoft
Corporation in the United States and/or other countries. Java and all Java-based trademarks and logos are
trademarks or registered trademarks of Sun Microsystems, Inc. in the United States and/or other countries. UNIX is
a registered trademark in the United States and other countries licensed exclusively through The Open Group.
Oracle is a registered trade mark of Oracle Corporation.

Other company, product, and service names may be trademarks or service marks of other companies.
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